Abstract-As the existing radio-frequency (RF) networks cannot meet the ever-increasing data rate demand, the optical wireless communication (OWC), which uses a wide untapped unregulated spectrum, has been proposed as a promising technology to overcome the RF spectrum limitations. On the other hand, with the increasing demand for high data rate and the prevalence of the broadcast-nature networks, researchers have recently come up with new mechanisms to improve secure communication using physical layer techniques. Compared to RF networks, the OWC networks are more secure and less susceptible to the interception because of the small coverage provided by LEDs, and because they work properly only in the presence of the line-of-sight (LoS) components. However, the security in OWC networks is still an issue, especially in visible light communication (VLC) when the transmitted information can be accessed by multiple users as in public areas, meeting rooms, laboratories, and libraries. That means potential eavesdroppers may be existing to gather confidential messages. This paper reviews all the conducted work on physical layer security (PLS) in two types of OWC networks, which are the VLC and free space optical (FSO) networks. Furthermore, the paper proposes several open problems in these networks to optimize and enhance the security performance.
I. INTRODUCTION
The evolving explosion in high data rate services and applications has pushed the attention in the research community to utilize the untapped abundant unregulated voptical spectrum for communications to meet the fifth-generation (5G) and beyond traffic demand. The radio-frequency (RF) networks are proving to be scarce to cover the escalation in data rate services [1] , and therefore, optical wireless communication (OWC) has emerged as a great potential solution or as a complementary to the existing RF networks to support the predicted traffic demand. Compared to their RF counterparts, OWC technologies can offer several advantages such as providing high data rates, rejecting RF interference, and providing energy-efficient wireless systems. Another additional unique feature of OWC is that the transmission can work properly only when the line-of-sight (LoS) component is available. In other words, the channel is deteriorated significantly if the LoS component is absent. Therefore, compared to RF networks, VLC networks are more secured and less susceptible to the interception because of the small coverage provided by LEDs, and because they work properly only in the presence of LoS components. However, the security in VLC networks is still an issue, especially, when the transmitted information can be accessed by multiple users as in public areas, meeting rooms, laboratories, shoping malls, and libraries. That means potential eavesdroppers may be existing to gather confidential messages [2] .
Usually, the physical layer is used to provide a reliable communication to the legitimate destinations, while the upper layers of wireless networks are used to protect and secure the transmitted information [3] . However, due to the spread of the broadcast networks, new techniques using the physical layer have been emerged to improve the secure communications. Physical layer security (PLS) has been emerged as a promising technique to reduce the attained information at the eavesdroppers by exploiting the randomness of noise, channelstate-information (CSI), and different resources (like multiantenna, and cooperative nodes) [4] , [5] . The eavesdropper is an unauthorized user that tries to attain confessional information that is transmitted to an authorized user. The secrecy capacity metric was presented by Wyner [6] to evaluate the systems secrecy performance, and was defined as the highest information rate that can be attained at the legitimate destination with keeping the eavesdropper ignorant. To guarantee an accurate evaluation, eavesdroppers were assumed to have the complete knowledge of the network's parameters and have a sufficient computational capability.
OWC systems can use the spectrum of visible light, infrared, or ultraviolet as a propagation media. The systems that use the visible light are known as the visible light communication (VLC) systems, while the free space optical (FSO) systems use the spectrum of visible light, infrared, or ultraviolet for terrestrial point-to-point communications. Lasers or light emitting diodes are usually used as transmitters in OWC systems, while the receivers must be equipped with photo-detectors that can convert the received light intensity into a current signal.
In this paper, we review the conducted works on securing the FSO and VLC systems using the PLS mechanisms. Because of the unique properties of these technologies, the solutions that were provided in RF systems cannot be applied directly in OWC systems. Hence, many researchers focused their work on how to enhance the PLS in OWC systems with considering these properties. Up to our knowledge, there is no paper reviewed the security issue in OWC systems using the PLS mechanisms. For the PLS in the RF networks, we refer the readers to the works in [7] and [8] .
II. PLS IN FSO SYSTEMS
FSO systems use the optical spectrum to transmit high data rates between two fixed points over distances up to 10 Kilometers [9] . Compared to RF links, FSO links are characterized with much higher available bandwidth, resulting in high data rates. In addition, FSO systems are license-free systems, because they use the frequency greater than 300 GHz that is unlicensed. Because they use confined laser beams for transmitting data, FSO-based systems are more secure than both RF and VLC, more interference rejection, and the frequency can be reused with high reuse factor. However, the atmospheric turbulences, pointing error, scattering channels, and laser-beam divergence provide an opportunity to the eavesdroppers to have a version of the transmitted data. Hence, some researchers investigated the use of PLS to secure the FSO systems [10] - [19] .
Lopez-Martinez et al. [10] characterized the PLS in pointto-point transmission with the presence of an eavesdropper. Because of the effects of both the laser-beam divergence and the turbulence-induces fading, possible eavesdropping mechanisms were discussed. They concluded that the eavesdropper can compromise the communication if he is close to the legitmate receiver or transmitter. Based on an experimental FSO link testbed that consists of one transmitter, one receiver, and one eavesdropper, authors of [11] estimated the secrecy rate, secrecy outage probability, and the expected code lengths that required for achieving a predefined secrecy rate. With such system model, authors of [12] evaluated the secure performance of the FSO link with IM/DD over Malaga turbulence channels. In [13] , authors derived expressions for a lower bound of the instantaneous secrecy capacity, the average secrecy capacity and its lower bound, when on-off keying (OOK) IM/DD was applied and the FSO links suffered from turbulence-induced fading. With the eavesdropper being located outside the laser beam, authors of [14] studied the possibility of attaining the information by the eavesdropper through a non-LoS scattering channel.
To enhance the aggregated secrecy rate, Sun and Djordjevic [15] used the angular momentum multiplexing to improve the system performance under medium and weak turbulence scenarios. The acousto-optic deflectors were proposed in [16] to enhance the security, where the optical messages are sent through multiple beam paths between the transmitter and the legitimate receiver. The authors showed that the security is directly affected by the received intensity signal and the radius of the received beam. The authors in [17] evaluated the effective secrecy throughput (EST) of an FSO system that is consisted of multiple-aperture transmitter, multiple-aperture receiver, and multiple-aperture eavesdropper. They showed that the use of multiple-aperture at the transmitter is crucial to approach the optimal EST. In [18] , authors verified that Bessel-Gaussian orbital angular momentum beams have more resiliency to atmospheric turbulence effects than LaguerreGaussian orbital angular momentum beams and concluded that optimizing the quality of these beams can provide a more secure communications. Authors of [19] fragmented the transmitted data and distributed the resulted fragments into different atmospheric channels, aiming at protecting confidential messages and improving the secure FSO systems.
PLS has also been investigated in mixed RF/FSO systems [20] - [25] using relaying schemes. Relaying schemes are an effective way to improve the secure communication systems [26] , [27] . There are two scenarios of mixed RF/FSO systems, which are the uplink and downlink scenarios. In the uplink scenario, the information signals are transmitted from users through RF link to the relay node that converts the received signals to optical signals, multiplexes them, and forwards them through FSO link to the data center. In the downlink scenario, the information signals are transmitted through FSO link to the relay node that converts the received optical signals to RF signals and forwards them through RF link to the users. In both scenarios, authors assumed that the eavesdroppers target only the weakest link which is the RF link.
For the uplink scenario, Abd El-Malek et al. [20] analyzed the security-reliabiliy trad-off and derived some closed-form expressions, like the outage probability and average symbol error probability. The same authors studied the impact of the RF co-channel interference on the secrecy performance and optimized the transmit RF power [21] , [28] . With considering the main and wiretap channels jointly, authors, in [22] , studied the secrecy performance and derived expressions for the secrecy outage probability. The effects of imperfect CSI, misalignment, detection schemes, and relaying schemes on the secrecy outage performance were studied in [23] . With considering imperfect CSI for both RF and FSO links, Authors of [29] analyzed the secrecy outage performance for the SIMO RF/FSO, when the RF and FSO links were characterized as a Rayleigh and Gamma-Gamma channel, respectively. The same authors generalized their own work in [29] by modeling the FSO link by a Malaga distribution, and proposed transmit antenna selection schemes to improve the secrecy performance [30] . In [31] , with the presence of multiple eavesdroppers, colluding and non-colluding eavesdropping scenarios were considered, where their CSI are unknown at the transmitter. Closed-form expressions were derived for the lower bound security outage probability and the strictly positive secrecy capacity.
For the dwnlink scenario, authors of [24] evaluated the secrecy capacity and the secrecy outage probability of the proposed system. In [25] , authors studied the mixed FSO/RF system when both the legitimate receiver and eavesdropper decode the information and harvest the energy simultaneously from the second hop RF link. They analyzed the effects of the energy harvesting, pointing error, atmospheric turbulence, path loss, and the detection technology.
III. PLS IN VLC SYSTEMS
In this section, we focus the review on the PLS in VLC systems. VLC systems in indoor environment have two dual functions, which are the illumination and communication. Therefor, the illumination requirements should be considered in developing solution for PLS. In other words, unlike the RF channels, the optical intensity must be considered for the illumination requirements. Hence, in VLC channels, the optical intensity is the constraint which is directly proportional to the electrical signal amplitude, not to the squared signal as in the RF channel.
Several articles have appeared in the literature to tackle the PLS in VLC networks, and many techniques have been proposed to evaluate and enhance the secure communications. Authors in [32] established examining the PLS in multiple-input single-output (MISO) VLC system with one authorized receiver and one eavesdropper. By exploiting the eavesdropper's CSI, the sources can cooperate to eliminate the received information at the eavesdropper, using zero-forcing precoding, while if the eavesdropper's CSI is unavailable, the transmitters devote a portion of the optical power for jamming the eavesdropper without confusing the authorized user. The same authors, in [33] , assigned one LED for transmitting data while the other LEDs are assigned to transmit jamming signals that must be eliminated at the legitimate user. To strengthen the jamming signal, authors of [34] assigned multiple LEDs to build a protected zone, where the eavesdropper receives a poor SNR.
Authors of [35] found the optimal weighting vector at the light source transmitters by transforming the nonconvex problem into a solvable quasiconvex line search algorithm that provides a slightly better performance than the simpler zero-forcing algorithm [36] , when CSI of the eavesdropper is known. On the other hand, if the eavesdropper's CSI is unknown, they estimated the channel of the eavesdropper and used the same approach used when the CSI is available. In [37] , the beamforming and jamming vectors were optimized jointly to enhance the PLS in MISO-VLC-multiple eavesdropper system.
In [38] , authors used massive low-intensity LEDs to design a beamformer the can steer the main lobes toward the ligetimate users and minimize it elsewhere. Authors of [39] and [40] studied how to transmit confidential information to two receivers in a MISO-VLC system with the presence of an eavesdropper. They applied the zero-forcing approach to eliminate the messages at the unauthorized users. In [41] , authors proposed a new precoding scheme rather than the zeroforcing precoding approach for maximizing the secrecy sum rate in a multi-user MISO VLC system, when the transmitter wants to transmit K confidential messages to K users, and compared it with the zero-forcing precoding scheme to show the superiority. The proposed precoding scheme is to find the beamforming matrix from the eigenvectors related to the highest eigenvalues of the different K MISO-VLC channels.
The stochastic geometry were used to characterize the secure system and to derive analytical expressions for the secure communication metrics [42] - [45] . In [42] , using the stochastic geometry method, authors derived the average secrecy rate and the secrecy outage probability in a single circle VLC cell containing multiple eavesdroppers that are randomly distributed based on the Poisson point process (PPP). A LED selection scheme was proposed in [43] to enhance the secrecy outage probability, using the PPP to model the randomness of the eavesdroppers locations. Using the PPP eavesdroppers' location modeling, in [44] , authors analyzed the performance and optimized the beamforming vector for MISO-VLC system to improve the system secrecy. Due to the limited coverage area inherited in VLC systems, the beamforming vector optimizing for secrecy maximizing can be approximated by a LED selection, especially if the distance between the user and the eavesdropper is high [44] . Authors of [45] investigated the secrecy, when multiple eavesdroppers fuse their received signals using maximum ratio combining (MRC) for maximizing their total informationrate. The stochastic geometry was used to predict the secure communication performance under a predefined density of eavesdroppers. Authors of [46] characterized the ergodic secrecy rate and the secrecy outage probability for multiuser multi-cell VLC systems. They modeled the APs in the cieling as a two-dimensional homogeneous PPP, while another independent two-dimensional homogeneous PPP was used to model the users and the eavesdroppers at the floor.
Authors of [47] focused their work on the effect of the reflected in a MISO-VLC network and proposed an eavesdropping-resilient framework. In [48] , authors showed that a small gap under the door, keyholes, or the window can be sufficient sources for eavesdropping. Authors of [49] showed how the non-LOS components have an impact on the secrecy outage probability with the presence of multiple randomly distributed eavesdroppers. It was shown that the secrecy performance affected by the legitimate user's location, LED transmitters' design, and the eavesdroppers' locations.
MIMO-VLC systems were investigated for secur communications [50]- [52] . A MIMO technology was applied to build a secure communication zone and minimize the biterror-rate (BER) in the secured zone [50] . Authors of [51] optimized the covariance matrix and the signaling scheme for maximizing the achievable secrecy rate. The authors also derived an upper bound for the secrecy capacity. Authors of [52] used angle diversity transmitters, which are able to transmit signals in narrow beams, to effectively reduce the leakage of the confidential messages. They deduced that the the PPP optical network deployment is the worst in terms of secrecy, while the hexagonal deployment is the best.
Hybrid VLC/RF systems were investigated for the secure communication [53] - [55] . In [53] , authors studied the PLS when both the eavesdropper and the legitimate user can aggregate the information from RF and VLC networks at the same time, when the RF and the VLC APs were multiantenna and multi-LEDs, respectively. They optimized the power of transmission and the beamforming vectors at both APs to minimize the sum-power under rates constraints with having the eavesdropper's information rate nulled. Authors of [54] and [55] presented an exact and symptomatic secrecy outage probability for the uplink transmission in a system containing a single user and an eavesdropper. The VLC AP used for the downlink transmission, the legitimate user and the eavesdropper harvest the energy using the light intensity, and used it to transmit data by the RF link. The eavesdropper aimed at attain the transmitted information through the RF link. The authors showed that decreasing the LED height or increasing the circle area improves the secrecy performance. For more clarification and comparison between the proposed techniques in PLS of VLC systems, readers can refer to [56] .
IV. OPEN RESEARCH PROBLEMS IN PLS-OWC
Despite of all the aforementioned works that have been done in literature on PLS in OWCs, there are still some open problems and challenges that can be addressed in the future work. In the following, we suggest some ideas and open problems that help in improving the PLS in OWC systems:
• Evaluating the PLS in the downlink FSO/VLC systems.
In these systems, the information is transmitted through FSO link to the relay node. This relay node must be equipped with LED and able to convert the received optical signal to other form of optical signal that meets the illumination requirements and the linear operational range of the transmitted LED. Because of the unique properties of VLC, studying the PLS in FSO/VLC systems is different from that in FSO/RF systems.
• Optimizing the beamforming vectors at relays in the mixed FSO/RF and FSO/VLC systems to maximize the secrecy rate. The optimization problem may depend on the distribution of RF or VLC APs and on the distribution of the legitimate users and eavesdroppers.
• Studying the PLS in hybrid RF/VLC networks, where the users and the eavesdroppers can be connected to either RF network or VLC network. In hybrid RF/VLC networks, the users are served either by RF APs or VLC APs, and each user must associate to the appropriate AP that maximize the system utility [57] , [58] . Hence, from the security aspect, it is important to investigate and study this system model, where the proposed PLS techniques in the literature can be used and integrated with the problem of network assignment. 
